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Key technologies and new challenges
on body area networks
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Abstract: As the rapid development of sensing, low-power integrated circuit and wireless communication techniques,
body area network becomes a new technology to monitor human health, which provides a new solution for information
medical treatment. The key technologies of body area network was firstly introduced, including energy consumption, data

transmission, security and privacy and human health data processing. Finally, a series of new challenges in body area

network systems was proposed.

Key words: body area network, human health monitoring, body sensing data, data processing

1 35l5

PEdiE, 2050 SEEERZHEN DAL 202 12
No HurEE &P Cinngl 245, e
RGP OIREE) B CH 212N, 2B
JIv Wi g B E RS LR R A4S 5 Rk N 1 4
CZE T 10 42502, #10F F 25 7™ I8 [ 2 45 N3 B
PRI e I DL B B2 BT I B R SRk, AT 2E—
PSRBT RERS KA SE I AARREAT
WM EARTT . BRI RS SR
PR A K TCR TG HAR M) O R g, BT
(body area network) BEAT A\ A FE I ISk —A>

Ui HE: 2018-02-20; €@ HHA: 2018-03-06
BEEE: P, jluo@seu.edu.cn

E iy iy i

ARSI A (18 A i T Y N A L 8 A 2 2 2
WX, SERPRCR SRR R, RIS
A, T ARGE RS, AT T4 B A
1 e AL B T R AR B S e AR S R
W 1 PR, AR R R B ROk BN G AE P
G, FREN MG AIRE R SRR B
T, CUAERRRGU R H I, AT AL B
KR NSt R S R NI PO €1 1 RV TR DR
EEp B2 P U DN 5 NP 2 WA A L
PSR IR AR N, AT 3 oy NP
JrFb RS .

BEWB: HEKARPHEILETIIH (No.61502099, No.61632008)
Foundation Item: The National Natural Science Foundation of China (No.61502099, No.61632008)



#1

T7ROREE s AR R BEEOR 5 B ki - 65 -

BEIPHLA
1 KEMNERTRE

PRI R GERT )2 N N R I A5
R LL S Mo Bilhn, AR N A R I 5 T
CIPUE S AN 1A & e 2 (H YN PN
HOEAT S I, SR A IS B AR IR i
FEGIRAH BT L, T e i s s ZAEN
Bt 1 B SR S EAT A B s AEIZ sy, AT
XRER H/RRERS ARAEAT A AT 42551830 I 2530
PEREAT I, VRANBIVE R A hndE, PR miI iR

2 R KRR

H SEPL R A I NAR S B, A3 75 i
RAEFE. HOALHT . e RRAL DL B A £ i Ak 3 25
FARFEAR . R AIX 4 A J7 T BRR > B384 T
ks
2.1 HEFE

RE A I A0 A A 458 ) 38 498 A0 T e T B R ATE ST A
Ko HTARINE AN AR5 DL AL 352s
FER RN ERE R, (HUEA TEEEVECL A 2 e, AT
W 28 25— FRC 3 2l Jd K /N R e 34 57 PR R v ARt
F o 7R PR FEI A A T SR ARG I ] ) 1 e
K, ECREFE A PRI A% 0 I . i R BEFE IR
Iy ' IV M N/ I it o Sy = 15/ P W
Oy AUl R RS EE R AT MAC bbb, HiE
I RAEAR AT ST o B AT R S (1) SRR A3 L ek
SNBSS R B RE R T RSO, “ T Ak
KA R RE T AT, AIREE T2 AE LR
ANPBHBE. #ARE. HUBRE LA S TC 4k ri Wi g B
IR SIS & S R N A

RE 1SR A RO I i ol N A ik e s 0 R 48
KBTI, dn AT B B s AR DA R B A A —
ANEZLIIFCRE . o BT BE SR AR (TR
SEATSS I R Z R RT3 /MU RE R A ) Al

R 32 Ty R BRAIG R i A B R 1 s i),

TG £8 B A% Hi A T B 2% 1) T A% RE I v
%, AW S ANE W TRE RS . TR
AT AR EE R Wi-Fi #5536 (s
5 R BTG W E ) RS T P R AR T 4 LI A A
REREA R 78 Bl O, SRk AN T 94
B, TR i A 1 A A LR
2.2 KR

A 5 F 38 A5 WSO Wi-Fis #1524 L ZigBee.
3G 4G PAEARKI 5G 4, PRI SRAN ] ifi ik AN )
(RS Lo AN R 58] H 22 AN AN s 4L
DRI, AT RE TR IR X 4% o B3 T ok ) 408 1) &% 5
IRHE N, R A AR AT B A e
LEACH), b n]id ik A2 i i sl e 2 e 7 vk AT
A, 7o 00 R R AT s AT PR, T iR
AR et B R REA TR A >,

A 358 DR BT A i 5 2 R, AR 245 55 1) R
T AL S M = A g MRS, ANRALZLK
I [F) B2 BE AE RS BT, & SECRIE TR, T
M) L FR) L5 i3, 3 BN AR IE W AR BRI RE R L
B2 FEONAARALIRIE, Fit, A A R U
Rt AL B A ), T I 9 0 o e R AR X 3
B Rt I BT« S/ R RN i 4%
I R RO i e A e SR IR I IR X
358 B A i ) R D R % 1 R TR R
S HH o 4 )
23 RERFA

P T A3 0 S s B s T NI R . 28
AR A A, IR N R G0 22 4 i) T
B EE TR R G4 B BT U T
WEW) b, DRI, N AAR BN 2 i I ek B FA 4R
T L 20 P B U AR o BESIELAREN R ST
LA, WIRIEEARENUE T EREE . B AE
AT V). aTR . BRSO
BreEElT, OF ELAENE I . PHZE. Bk, K%
B 1) DA Je A5 25 42 B i e

SCHER[19TR &Pz 4 g3 AT T 54, IFeh
T RPN RERIRR T 5o 1% SC4E T I TR
BLE B 53 FE R0 2 9000 7 V6 SR B R 28 00 S B AR
TRV, A B i 2 B 4% 2 0 R i 4%
Ky A5 Btk E, A 2 ek B -2 44 B
1B REL S, ST ARASI AT A B e e R B 135
#afifi 55 DoS Hily, ik — AT A W R AN



66 - WoE M

¥R

2%

SUNCH AR B 171 A 52 B R0 % 2 Al Sk DL Al i e
A2 EAE AR AT I AT 1k v 00 564 Bk 55
24 BAEIEALIE

FR A 2 5] [H ZZARUEFNEAR S5 (NIST) (5
B SR 20% BT ORAE TS (£95 000 1436 70)
e T BT 5 B G S AbE . w0, BdEikan s
Ab B N A fd BRE R R ST 1) S N 2. fh T
R 2R G0k N AA A FRE R 0 14 43 B 2 ST AR T 1) £ s
Z b, Db, AR RO R B DL R O A
i)

BB R ARATAEAE R LA 8, SR
RS P~ A P T g . BRARRSE ., BRIk E S
B REMRA —E KR HAT, K2 HUSmEHE
R ATERE TR, TR ) &
B, X 0] BE A e B A AR B oR AR, M
(RS G NI EA(€ 75 =N 15} I BT PO SR R DEE SN
e GRS [ 7 9% 1 3 I 1 AR AR A SR AR AT
U] B T (R Bt R AR 2P SR [22) 3 T
AR S T BT [ O A B T R O R
AN AL T8, %7875 RS AT P W ith £ 1)
A4k, AT A AR B0 2R 2 1

T ANATTE 30 14 20 25 P 53 DA S N AT] B 3 R 5
(A A i, TR A M 0 28] ) i o A7 A 55
BRI R ZE T AR . I, B A e A4
W ARG AT . SRR E A
AN BG4 T TR R R
BT NEA & B IiEk A, EH AR
St FE TG ERLIR B AV S vk S A i
SEI ARG AR, 7 T ARSI AR
R, Bls i = AR IR AT, I B LA
TG, TR R BB Sk
TEREAN AN BIEA R TATAT %, BRI AR
INIRE, DU R B A A, (R AR A 1
Felk s IR LA B AR ME S e o 20 TR RN B A
ROV SR 2 — B 5 A B i 2% R
KIS, DA A B A, A2 V2 5 B n g
B, i ELBREN S TR A AR A E A T
BAKRE TR . BT SCRFm LS DU 2K 11
BT RS R AR IR S, NESAERIEA
BRI R A kAT

AR BN AL A BRI H 2 AR ) 4,
RIMNARAZTE BRI AR, 1K 7 B0 A A
(A= BAR B FNZ RS BAT WU o H FH AR RS

B SR A UM I TR . S o L
PRI 3] BSOS 550,

3 REMET B

PRI AN AR U, e nT PSR LR
AR IR) AR SIS R s W A A Btk k. H R,
AR BN RGO T “ TR BACZ IR
JR I TR e BL e ARARII R 10 “ AT 2147
(1 H AR, TG e 5 58 LR B ER B e i 5 7
43R0 PRI o JB e s s 45 7 T R ke
3.1 FRsUEEEN

WA SR IF BRI s AN AR, 2K BRAIG
RS, FE2mTHe A H Py R H A ) &, i
PR A BAG R B S 8l BRAGAEE J5
W% A, BB REA A N, B
BN B LIS AR, gl ad bl &
BHE AL A ) (. BRI ARl 7 v ) BE RSN Hths
[F) 52 3 7 A B A5 AR W i 72 il X — ) i R A7 28007
%, ARRE BN 2 2 BUBRENME 5 158 DL B S
FHRREE B Bk, ane] SEB S B R £ s
ABRHA, (AT N AR IS B 3 AT AL BEFN 43 HT
RIFA I NARIE NS EL,  JE AR TG LML) 1)
Z
32 ZRBAEIERES

B NAR IR B s v PR R ARG, AR
ST RS B AR BN ok O 8 e A S S SN
PitsE MK, A2, ATl A E 2 A2 s
TR BEN AR AR NAARDCBEAT IS, FLY5 55 7T FH K0
B VP R A IEAE R, R 2 U5 RN 4L
PHENA AT g S A f R o A I il 2 Aol
KRS 59 T s, RO v a5 1w R 2 o
PRI, anrr o) 22 305 59 P I AN A2 s et
ARTRL A LRI, eIl AR BRI ), 2
I EAR R )
33 RRERIMBIEIZHE

B 5 N AR BN B (1) S AN TR R B, A A
S B IR E A R, Bk, HHAA KX
AP, AR, EOR NAREENE S S OC, HANE
FREHRAR . XA T M E I A AR B £ s Uk
AR SRR S RN 21, 0 RS 53 FH P B OB 70 I
()77 A (R ST B (AN A . (R, BT AN
HOK, BAEAR > Bl i H P s i BRAE B, Tl K
WA, WAJB R EA H AR, N sRE



#1

T7ROREE s AR R BEEOR 5 B ki - 67 -

AR o DRI, T PEARA R S PR AN AR IR
Hsh MR s, RIUT A3 AR
MR, R HAT KBk,

AR IR E G W 5 52 10 B 46 AR A A
UUNINPVSSESTEce s AT PINTTES S8 ORSIE- 1€ 2]
B, AR RN LIRS, X
b A e EANHENE, SRS 00 K L 5 Sk
BRI AR AR AR DL o AR, X AN E B Of
AR I pr Y, HBAE SR B I Ta) A BE s HY N 4 fi
FEIMELSDRES, Al e BB I IR A R BN
PRAE BEAAL K H o PRE, dn e 0 A Jai 0 5 30
(1 1w AN S e v A R T AR Bk SEBN
P BEIR DL A AR LA, & A E E AT
FLA A

4 Z5RIE

PRI 9 2 A5 R I T LA N A it R 52 I M
FOF =4, R R RSN A, Rk, Hok
JEB PR AS . BB KM =k AR
MR JE o ARBKLEIRRSN S fLfa. A7l 5T et is
SMBUCRIR S TR, HAERE R B AN
IR AR 24 S B LR A Ab BEEOR
ST MBS kR, EIEA AR TR AR
Bt A DA 1 AR 282 A, RIS IR T i B R S
J7 S LR AT 78 53 A Y B SR i A o R A dfs
I AT 215 SR 5 T R 1)

Bk

(1] REH, SRk, PEZERFOV AR S 2013)M]. dbat: thaft
SASCHRHARAT, 2013.

WU Y S, DANG J W. China aging development report (2013)[M].
Beijing: Social Sciences Academic Press, 2013.

(2] ARAEIG. F 5 N AR FR Bt i) B 2 58 7 55 3 B FEA4 (D). B
IR, 2016.

ZHU H S. Idea renewal and institutional reconstruction on the protec-
tion of rights of the disabled in China[D]. Jinan: Shandong University,
2016.

[3] GHAMARI M, JANKO B, SHERRATT R S. A survey on wireless
body area networks for eHealthcare systems in residential environ-
ments[J]. Sensors, 2016, 16(6):831.

[4] MOVEASSAGHI S, ABOLHASAN M, LIPMAN J. Wireless body
area networks: a survey[J]. IEEE Communications Surveys & Tutori-
als, 2014, 16(3):1658-1686.

[S] SHI X, STROMBERG G. SyncWUF: an ultra low-power MAC pro-

tocol for wireless sensor networks[J]. IEEE Transactions on Mobile

(6]

(7

(8]

[9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

Computing, 2007, 6(1): 115-125.

GAO H, FANG X L, L1J Z. Data collection in multi-application shar-
ing wireless sensor networks[J]. IEEE Transactions on Parallel and
Distributed Systems, 2015, 26(2): 403-412.

PANG A, BANNATYNE R. The energy harvesting tipping point for
wireless sensor applications[J]. Instrumentation, Measurement, Cir-
cuits and Systems, 2012(127):387-391.

BANSAL N, CHAN H L, PRUHS K. Speed scaling with a solar
cell[J]. Theoretical Computer Science, 2013, 410(45): 4580-4587.
SHAN F, LUO J Z, SHEN X J. Optimal energy efficient packet sched-
uling with arbitrary individual deadline guarantee[J]. Computer Net-
works, 2014, (75): 351-366.

SAKR A H, HOSSAIN E. Analysis of K-tier uplink cellular networks
with ambient RF energy harvesting[J]. IEEE Journal on Selected Areas
in Communications, 2015, 33(10):2226-2238.

WU T Q, YANG H C. On the performance of overlaid wireless sensor
transmission with RF energy harvesting[J]. IEEE Journal on Selected
Areas in Communications, 2015, 33(8):1693-1705.

PAN R, CHUA D, PATHMASUNTHARAM J S. An opportunistic
relay protocol with dynamic scheduling in wireless body area sensor
network[J]. IEEE Sensors Journal, 2015, 15(7):3743-3750.
QUWAIDER M, BISWAS S. DTN routing in body sensor networks
with dynamic postural partitioning[J]. Ad Hoc Networks, 2013, 8(8):
824-841.

TANG Q, TUMMALA N, GUPTA S K S. Communication scheduling
to minimize thermal effects of implanted biosensor networks in ho-
mogeneous tissue[J]. IEEE Transactions on Biomedical Engineering,
2009(52): 1285-1294.

OEY C H W, MOH 8. A survey on temperature-aware routing proto-
cols in wireless body sensor networks[J]. Sensors, 2013, 13(8):
9860-9877.

KARTHIKEYAN M V, MANICKAM J M L. Security issues in wire-
less body area networks: in bio-signal input fuzzy security model: a
survey[J]. Research Journal of Pharmaceutical Biological & Chemical
Sciences, 2016, 7(6):1755-1773.

LI M, LOU W J, REN K. Data security and privacy in wireless body
area networks[J]. IEEE Wireless Communications, 2010,17(1): 51-58.
SALEEM S, ULLAH S, KWAK K S. A study of IEEE 802.15.4 secu-
rity framework for wireless body area networks[J]. Sensors, 2011,
11(2):1383-1395.

SALEEM S, ULLAH S, YOO H S. On the security issues in wireless
body area networks[J]. International Journal of Digital Content Tech-
nology and its Applications, 2009(3): 178-184.

JINDAL A, PSOUNIS K. Modeling spatially correlated data in sensor
networks[J]. ACM Transactions on Sensor Networks, 2013, 2(4):
466-499.

LI J Z, CHENG S Y. (e-d)-approximate aggregation algorithms in

dynamic sensor networks[J]. IEEE Transaction on Parallel Distributed



.« 68

LS

i 2 4%

[22]

(23]

[24]

[25]

[26]

[27]

Systems, 2012, 23(3): 385-396.

ALIPPI C, ANASTASI G, FRANCESCO M D. An adaptive sampling
algorithm for effective energy management in wireless sensor net-
works with energy hungry sensors[J]. IEEE Transactions on Instru-
mentation and Measurement, 2013, 59(2): 335-344.

WU W, CHENG X, DING M. Localized outlying and boundary data
detection in sensor networks[J]. IEEE Transactions on Knowledge and
Data Engineering, 2010, 19(8):1145-1157.

GUPTA M, GAO J, AGGARWAL C C. Outlier detection for temporal
data: a survey[J]. IEEE Transactions on Knowledge and Data Engi-
neering, 2014, 26(9):2250-2267.

HUBERT M, ROUSSEEUW P J, SEGAERT P. Multivariate functional
outlier detection[J]. Statistical Methods & Applications, 2015, 24(2):
177-202.

PIRES I M, GARCIA N M, POMBO N. From data acquisition to data
fusion: a comprehensive review and a roadmap for the identification of ac-
tivities of daily living using mobile devices[J]. Sensors, 2016, 16(2): 184.
GRAVINA R, ALINIA P, GHASEMZADEH H. Multi-sensor fusion in

body sensor networks: state-of-the-art and research challenges[J]. In-

formation Fusion, 2016(35):68-80.

[HEZE &)

TRk (1984-) , B, Wk, REERSAUE
it S BT 1 A A T o Kl A i 33
A S I B 73 BT b AR DL R A e i 1A
VA

TES (1960-) , 5, L, KmKFH
¥ WAAESIE, EEMR N
ML R REEM . P TRE. W24,
LML mi SRS,



	07-¹HŠ

